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1 EXECUTIVE SUMMARY 

1.1 INTRODUCTION 

As part of the approved internal audit periodic plan for 2010/11 we have undertaken a review to 
follow up progress made by Cleveland Police Authority to implement previous internal audit 
recommendations.  Recommendations with dates for implementation not yet due will be followed up 
as part of the 2011/12 follow up work.  

The audits considered as part of the follow up review were:  

§ Service Continuity Planning 
§ Corporate Planning 09/10; 
§ Digital Imaging Services 09/10; 
§ Use of Internet & Email Services 09/10; 
§ Key Financial Controls & Petty Cash 09/10; 
§ Network Security 09/10; 
§ Risk Maturity 09/10; 
§ Vetting 09/10; and 
§ Follow Up 09/10. 

The 26 recommendations considered in this review comprised solely of those classified as 
‘significant’ recommendations. 

In addition, we gained assurance from management that the recommendations included with the HR 
Policies and Procedures Report and the Data Quality Report are being addressed. Further detailed 
testing will be undertaken on both of these reports during 2011/12. 

Staff members responsible for the implementation of recommendations were interviewed to 
determine the status of agreed actions. Where appropriate, audit testing has been completed to 
assess the level of compliance with this status and the controls in place. 

1.2 CONCLUSION 

Taking account of the issues identified in the remainder of the report and in line with our 
definitions set out in Appendix A, in our opinion Cleveland Police Authority has 
demonstrated reasonable progress in implementing actions agreed to address internal audit 
recommendations.   

There are no significant recommendations that we consider to be receiving inadequate 
management attention. 

1.3 LIMITATIONS TO THE SCOPE OF THE AUDIT 

This review only covered audit recommendations previously made and did not review the whole 
control framework of the areas listed above. Therefore, we are not providing assurance on the entire 
risk and control framework of those areas. 

This follow up review has covered only those recommendations rated as significant; there were no 
fundamental recommendation made during 2009/10 or outstanding from previous years.. 

Where testing has been undertaken, our samples have been selected over the period since actions 
were implemented or controls enhanced. 

Our work does not provide any guarantee or absolute assurance against material errors, loss or 
fraud. 
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1.4 RECOMMENDATION TRACKING 

Recommendation tracking enhances an organisation’s risk management and governance 
processes. It provides management with a method to record the implementation status of 
recommendations made by assurance providers, whilst allowing the Audit and Internal Control Panel 
to monitor actions taken by management. 
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is
 r
ev

ie
w
 s
ho

ul
d 
be

 le
d 
by

 th
e 
F
in
an

ce
 

Te
am

 a
nd

 re
vi
si
te
d 
at
 le

as
t a

nn
ua

lly
.  

S
ig
ni
fic
an

t 
E
nd

 o
f n

ex
t 

fin
an

ci
al
 

ye
ar
 

H
ea

d 
of
 

C
or
po

ra
te
 

F
in
an

ce
 

1 
Th

is
 w
as

 u
nd

er
ta
ke

n 
an

d 
th
e 
se

rv
ic
e 
is
 n
ow

 d
el
iv
er
ed

 b
y 
S
te
ria

. 

3 
A
 
su

pe
rv
is
or
y 

po
st
 
sh

ou
ld
 
be

 
cr
ea

te
d 

w
ith

in
 D

IS
 w

ith
 r
es

po
ns

ib
ili
ty
 f
or
 d

ay
 t
o 

da
y 

st
af
fin

g 
is
su

es
 
an

d 
op

er
at
io
na

l 
m
an

ag
em

en
t. 
 

S
ig
ni
fic
an

t 
Ja

nu
ar
y 

20
10

 
H
ea

d 
of
 C
en

tra
l 

B
us

in
es

s 
U
ni
t 

1 
A
 n
ew

 s
tru

ct
ur
e 
no

w
 e
xi
st
s 
w
ith

in
 S
te
ria

. 

4 
Th

er
e 
sh

ou
ld
 b
e 
a 
se

pa
ra
tio

n 
of
 d
ut
ie
s 
in
 

pl
ac

e 
to
 e
ns

ur
e 
th
at
 o
ne

 m
em

be
r 
of
 t
he

 
Te

am
 c
an

no
t t
ak

e 
an

 o
rd
er
 a
nd

 c
om

pl
et
e 

th
e 

w
or
k.
 
Th

is
 
co

ul
d 

be
 
ac

hi
ev

ed
 
by

 
di
re
ct
in
g 

al
l 

or
de

rs
 

th
ro
ug

h 
th
e 

su
pe

rv
is
or
y 

po
st
 
di
sc
us

se
d 

at
 
po

in
t 
3 

ab
ov

e.
  

S
ig
ni
fic
an

t 
Ja

nu
ar
y 

20
10

 
H
ea

d 
of
 C
en

tra
l 

B
us

in
es

s 
U
ni
t 

1 
A
ll 
D
IS
 o
rd
er
s 
ar
e 
pl
ac

ed
 b
y 
a 
ce

nt
ra
l a

dm
in
 te

am
 w
ith

in
 S
te
ria

. 

5 
A
 f
or
m
al
 p

ol
ic
y 

sh
ou

ld
 b

e 
do

cu
m
en

te
d 

su
m
m
ar
is
in
g 

th
e 

re
sp

on
si
bi
lit
ie
s 

an
d 

re
gu

la
tio

ns
 

su
rr
ou

nd
in
g 

th
e 

us
e 

of
 

eq
ui
pm

en
t. 

O
nc

e 
cr
ea

te
d,
 
th
is
 
po

lic
y 

sh
ou

ld
 b

e 
di
ss
em

in
at
ed

 t
o 

al
l 
m
em

be
rs
 

of
 

st
af
f 

an
d 

pe
rio

di
c 

sp
ot
 

ch
ec

ks
 

un
de

rta
ke

n 
to
 e
ns

ur
e 
th
e 
po

lic
y 
is
 b
ei
ng

 
co

m
pl
ie
d 
w
ith

.  

S
ig
ni
fic
an

t 
A
pr
il 
20

10
 

H
ea

d 
of
 C
en

tra
l 

B
us

in
es

s 
U
ni
t 

1 
Th

is
 w
as

 u
nd

er
ta
ke

n,
 a
nd

 th
e 
pr
oc

es
s 
is
 n
ow

 p
ro
vi
de

d 
by

 S
te
ria

 a
s 
pa

rt 
of
 

th
e 
ou

ts
ou

rc
in
g 
ar
ra
ng

em
en

t a
bo

ve
, 

 



C
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3.
4 

U
S
E
 O
F
 IN

TE
R
N
E
T 
A
N
D
 E
M
A
IL
 S
E
R
V
IC
E
S
 [0
9/
10
] 

F
IN
D
IN
G
S
 

R
ef
 

O
ri
g
in
al
 R
ec
o
m
m
en

d
at
io
n
 

O
ri
g
in
al
 

C
at
eg

o
ry
 

O
ri
g
in
al
 

Im
p
l’n

 
D
at
e 

M
an

ag
er
 

R
es
p
o
n
si
b
le
 

S
ta
tu
s 

C
o
m
m
en

ts
 / 
Im

p
lic
at
io
n
s 
/ R

ec
o
m
m
en

d
at
io
n
s 

1 
M
an

ag
em

en
t 

sh
ou

ld
 
en

su
re
 
th
at
 
th
e 

C
or
po

ra
te
 I
nf
or
m
at
io
n 
A
cc
es

s 
P
ol
ic
y 
an

d 
th
e 

U
se

 
of
 
E
le
ct
ro
ni
c 

M
ai
l 
P
ol
ic
y 

ar
e 

re
vi
ew

ed
 a

nd
 s
ub

je
ct
 t
o 

re
gu

la
r 
ve

rs
io
n 

co
nt
ro
l. 
 

O
nc

e 
re
vi
ew

ed
 

an
d 

ap
pr
ov

ed
 

th
e 

up
da

te
d 

po
lic
ie
s 

sh
ou

ld
 

be
 

co
m
m
un

ic
at
ed

 
to
 

al
l 

us
er
s 

vi
a 

S
ha

re
po

in
t. 
 

S
ig
ni
fic
an

t 
30

th
 

S
ep

te
m
be

r 
20

10
 

C
or
po

ra
te
 

In
fo
rm

at
io
n 

A
cc
es

s 

P
ol
ic
y 
– 

In
fo
rm

at
io
n 

S
ec

ur
ity
 O

ffi
ce

r 
U
se

 o
f E

-m
ai
l 

P
ol
ic
y 
– 
H
ea

d 
of
 

IC
T  

2 
‘S
op

ho
s’
 
m
on

ito
rin

g 
so

ftw
ar
e 

ha
s 

no
w
 
be

en
 a

cq
ui
re
d 

by
 t
he

 f
or
ce

 I
C
T 

B
us

in
es

s 
P
ar
tn
er
 (
S
te
ria

). 
Th

er
e 
is
 s
til
l a

 r
eq

ui
re
m
en

t o
n 
be

ha
lf 
of
 th

e 
pa

rtn
er
 

to
 d
ev

el
op

 a
nd

 a
gr
ee

 a
 s
ys
te
m
s 
m
ai
nt
en

an
ce

 p
ro
to
co

l. 
 F
or
ce

 p
ol
ic
y 
w
ill
 b
e 

de
ve

lo
pe

d 
ar
ou

nd
 th

e 
sy
st
em

 o
nc

e 
al
l o

ut
st
an

di
ng

 m
at
te
rs
 a
re
 a
gr
ee

d.
   

2 
M
an

ag
em

en
t 

sh
ou

ld
 

en
su

re
 

th
at
 

In
te
rn
et
 
S
ec

ur
ity

 
G
ui
de

lin
es

 
an

d 
th
e 

U
se

 
of
 
E
le
ct
ro
ni
c 

M
ai
l 

P
ol
ic
y 

ar
e 

co
m
m
un

ic
at
ed

 t
o 
al
l u

se
rs
 a
nd

 p
ot
en

tia
l 

us
er
s 
of
 t
he

se
 r
es

ou
rc
es

 t
o 

th
e 

ex
te
nt
 

th
at
 

ev
id
en

ce
 

of
 

su
ch

 
sh

ou
ld
 

be
 

av
ai
la
bl
e.
  

A
n 
ac

ce
pt
ab

le
 u
se

 f
or
m
 c
ov

er
in
g 
th
es

e 
re
so

ur
ce

s 
sh

ou
ld
 
in
cl
ud

e 
a 

ge
ne

ra
l 

ac
ce

pt
an

ce
 t
o 

be
 s

ig
ne

d 
by

 t
he

 u
se

r 
 

ac
kn

ow
le
dg

in
g 

m
an

ag
em

en
ts
 i
nt
en

t 
to
 

m
on

ito
r 

ac
tiv

ity
 

an
d 

th
e 

us
er
s 

un
de

rs
ta
nd

in
g 

of
 

th
ei
r 

pr
iv
ac

y 
ex

pe
ct
at
io
ns

 
w
he

n 
us

in
g 

th
es

e 
re
so

ur
ce

s.
  

S
ig
ni
fic
an

t 
31

st
 

D
ec

em
be

r 
20

10
 

In
fo
rm

at
io
n 

S
ec

ur
ity
 O

ffi
ce

r 
2 

A
s 
ab

ov
e.
 O

nc
e 

th
e 

m
on

ito
rin

g 
ar
ra
ng

em
en

ts
 a

nd
 p

ol
ic
y 
is
 f
in
al
is
ed

 a
nd

 
ag

re
ed

 it
 w
ill
 b
e 
in
cl
ud

ed
 in

 th
e 
C
or
po

ra
te
 G

ov
er
na

nc
e 
in
tra

ne
t s

ite
. 
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3.
5 

K
E
Y
 F
IN
A
N
C
IA
L
 C

O
N
TR

O
L
S
 &

 P
E
TT

Y
 C

A
S
H
 [0
4.
09
/1
0]
 

F
IN
D
IN
G
S
 

R
ef
 

O
ri
g
in
al
 R
ec
o
m
m
en

d
at
io
n
 

O
ri
g
in
al
 

C
at
eg

o
ry
 

O
ri
g
in
al
 

Im
p
l’n

 
D
at
e 

M
an

ag
er
 

R
es
p
o
n
si
b
le
 

S
ta
tu
s 

C
o
m
m
en

ts
 / 
Im

p
lic
at
io
n
s 
/ R

ec
o
m
m
en

d
at
io
n
s 

1 
Th

e 
pr
oc

ed
ur
es

 
de

ta
ile
d 

in
 

th
e 

A
cc
ou

nt
in
g 

In
st
ru
ct
io
ns

 
sh

ou
ld
 

be
 

fo
llo
w
ed

. T
hi
s 
in
cl
ud

es
 th

e 
fo
llo
w
in
g:
 

• 
ite

m
s 

ov
er
 £

50
 s

ho
ul
d 

be
 p

ro
ce

ss
ed

 
th
ro
ug

h 
e-
pr
oc

ur
em

en
t; 
an

d 

• 
a 

fu
ll 

ex
pl
an

at
io
n 

of
 r
ea

so
ns

 f
or
 t
he

 
cl
ai
m
 s
ho

ul
d 
be

 r
ec

or
de

d 
on

 t
he

 s
un

dr
y 

ex
pe

ns
es

 p
ro
-fo

rm
a.
  

W
e 

re
co

gn
is
e 

th
at
 o

pe
ra
tio

na
l 
ac

tiv
iti
es

 
ca

n 
w
ar
ra
nt
 tr
an

sa
ct
io
ns

 to
 b
e 
pr
oc

es
se

d 
th
ro
ug

h 
pe

tty
 c

as
h 

th
at
 a

re
 a

bo
ve

 t
he

 
£5

0 
lim

it 
in
cl
ud

ed
 
in
 
th
e 

ac
co

un
tin

g 
in
st
ru
ct
io
ns

. 
In
 

th
es

e 
ca

se
s 

th
e 

ac
co

un
tin

g 
in
st
ru
ct
io
ns

 
sh

ou
ld
 

be
 

ex
pa

nd
ed

 
to
 

al
lo
w
 

th
is
 

w
ith

 
th
e 

ap
pr
op

ria
te
 
co

nt
ro
ls
 
in
 
pl
ac

e 
ar
ou

nd
 

au
th
or
is
at
io
n 
of
 e
xp

en
di
tu
re
.  

S
ig
ni
fic
an

t 
A
pr
il 
20

10
 

H
ea

d 
of
 

C
or
po

ra
te
 

F
in
an

ce
 

1 
Th

e 
P
et
ty
 C

as
h 

pr
oc

ed
ur
es

 a
re
 f
ol
lo
w
ed

 a
nd

 r
eq

ue
st
s 
ar
e 

is
su

ed
 t
o 

th
e 

H
ea

d 
of
 F

in
an

ce
 w

he
re
 t
he

y 
de

vi
at
e 

fro
m
 t
he

 a
pp

ro
ve

d 
pr
oc

ed
ur
es

 f
or
 

op
er
at
io
na

l r
ea

so
ns

.  

P
et
ty
 c
as

h 
is
 n
ow

 a
n 
ar
ea

 d
ea

lt 
w
ith

 b
y 
S
te
ria

 o
n 
a 
da

y 
to
 d
ay

 b
as

is
. 
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3.
6 

N
E
TW

O
R
K
 S
E
C
U
R
IT
Y
 [0
9/
10
] 

F
IN
D
IN
G
S
 

R
ef
 

O
ri
g
in
al
 R
ec
o
m
m
en

d
at
io
n
 

O
ri
g
in
al
 

C
at
eg

o
ry
 

O
ri
g
in
al
 

Im
p
l’n

 
D
at
e 

M
an

ag
er
 

R
es
p
o
n
si
b
le
 

S
ta
tu
s 

C
o
m
m
en

ts
 / 
Im

p
lic
at
io
n
s 
/ R

ec
o
m
m
en

d
at
io
n
s 

1 
Th

e 
IT
 
de

pa
rtm

en
t 
sh

ou
ld
 
in
tro

du
ce

 
a 

pr
oa

ct
iv
e 

re
vi
ew

 
pr
oc

ed
ur
e 

fo
r 

us
er
 

ac
co

un
ts
 
to
 
en

su
re
 
th
at
 
an

y 
in
ac

tiv
e 

ac
co

un
ts
 
w
hi
ch

 
m
ay

 
no

 
lo
ng

er
 
be

 
re
qu

ire
d 

ar
e 

id
en

tif
ie
d,
 i
nv

es
tig

at
ed

 a
nd

 
w
he

re
 n
ec

es
sa

ry
 d
is
ab

le
d 
at
 t
he

 e
ar
lie
st
 

op
po

rtu
ni
ty
.  

S
ig
ni
fic
an

t 
30

.0
9.
20

10
 

In
fo
rm

at
io
n 

S
ys
te
m
s 

M
an

ag
er
 

2 
U
nd

er
 th

e 
S
te
ria

 p
ar
tn
er
sh

ip
 th

is
 p
ro
ce

ss
 w
ill
 b
e 
ad

m
in
is
te
re
d 
th
ro
ug

h 
A
ct
iv
e 

D
ire

ct
or
y 
an

d 
th
e 
tim

el
in
es

 fo
r t
hi
s 
ha

ve
 b
ee

n 
id
en

tif
ie
d 
as

 la
te
 2
01

1.
 

  

2 
Th

e 
IT
 M

an
ag

er
 s
ho

ul
d 
re
vi
ew

 t
he

 e
ve

nt
 

lo
g 

se
tti
ng

s 
fo
r 
ke

y 
se

rv
er
s 
an

d 
en

su
re
 

th
at
 
ev

en
ts
 
ar
e 

no
t 
ov

er
w
rit
te
n 

be
fo
re
 

th
ey

 
ca

n 
be

 
ar
ch

iv
ed

 
to
 
m
ai
nt
ai
n 

a 
hi
st
or
y 

w
ith

 
w
hi
ch

 
to
 

de
te
ct
 

an
d 

in
ve

st
ig
at
e 

po
te
nt
ia
l 
se

cu
rit
y 

br
ea

ch
es

 
an

d 
an

om
al
ou

s 
ev

en
ts
 

or
 

sy
st
em

 
m
es

sa
ge

s.
 A

n 
ar
ch

iv
e 
st
ra
te
gy

 a
nd

 p
ro
-

ac
tiv
e 

m
an

ag
em

en
t 
re
vi
ew

 o
f 
th
e 

lo
gs

 
sh

ou
ld
 b
e 
in
tro

du
ce

d 
to
 c
om

pl
im

en
t 
th
e 

ab
ov

e.
  

S
ig
ni
fic
an

t 
30

.0
9.
20

10
 

In
fo
rm

at
io
n 

S
ys
te
m
s 

M
an

ag
er
/ S

en
io
r 

S
ys
te
m
s 

A
dm

in
is
tra

to
r 

2 
In
iti
al
 w
or
k 
ha

s 
be

en
 u
nd

er
ta
ke

n 
in
 th

is
 a
re
a 
an

d 
it 
is
 p
os

si
bl
e 
th
at
 a
dd

iti
on

al
 

st
or
ag

e 
w
ill
 b
e 
re
qu

ire
d 
to
 fa

ci
lit
at
e 
th
is
.  
 

A
n 
ex

pl
or
at
io
n 
of
 th

e 
fa
ci
lit
ie
s 
of
fe
re
d 
by

 th
e 
C
on

fid
en

tia
l E

nv
iro

nm
en

t i
s 
al
so

 
be

in
g 
re
vi
ew

ed
. 

  

3 
IT
 s
ho

ul
d 
co

ns
id
er
 t
he

 c
on

tro
l f
ra
m
ew

or
k 

re
qu

ire
d 

to
 e

ns
ur
e 

re
m
ot
e 

co
nn

ec
tio

ns
 

by
 
th
ird

 
pa

rti
es

 
ar
e 

on
ly
 
ac

tiv
e 

w
he

n 
au

th
or
is
ed

 a
nd

 o
nl
y 
re
m
ai
n 
ac

tiv
e 
fo
r 
th
e 

du
ra
tio

n 
of
 th

e 
se

rv
ic
e 
ac

tiv
ity
.  

A
 l
og

 s
ho

ul
d 

be
 m

ai
nt
ai
ne

d 
of
 r
em

ot
e 

ac
ce

ss
 c
on

ne
ct
io
ns

 t
o 
al
lo
w
 t
hi
s 
ac

ce
ss
 

to
 b
e 
m
on

ito
re
d 
an

d 
re
vi
ew

ed
.  

S
ig
ni
fic
an

t 
30

.0
9.
20

10
 

In
fo
rm

at
io
n 

S
ys
te
m
s 

M
an

ag
er
/ S

en
io
r 

S
ys
te
m
s 

A
dm

in
is
tra

to
r 

2 
W
or
k 
on

 th
is
 is
 in

 p
ro
gr
es

s.
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3.
7 

R
IS
K
 M

A
TU

R
IT
Y
 [0
9.
09
/1
0]
 

F
IN
D
IN
G
S
 

R
ef
 

O
ri
g
in
al
 R
ec
o
m
m
en

d
at
io
n
 

O
ri
g
in
al
 

C
at
eg

o
ry
 

O
ri
g
in
al
 

Im
p
l’n

 
D
at
e 

M
an

ag
er
 

R
es
p
o
n
si
b
le
 

S
ta
tu
s 

C
o
m
m
en

ts
 / 
Im

p
lic
at
io
n
s 
/ R

ec
o
m
m
en

d
at
io
n
s 

1 
O
nc

e 
th
e 

ris
k 

m
an

ag
em

en
t 
so

ftw
ar
e 

is
 

in
st
al
le
d 

th
e 

op
po

rtu
ni
ty
 t
o 

lin
k 

ris
ks
 t
o 

th
e 

C
or
po

ra
te
 O

bj
ec

tiv
es

 s
et
 o

ut
 i
n 

th
e 

P
ol
ic
in
g 
P
la
n 
sh

ou
ld
 b
e 
pr
og

re
ss
ed

.  

S
ig
ni
fic
an

t 
A
pr
il 
20

10
 

R
S
M
 T
en

on
; 

R
is
k 
C
ha

m
pi
on

s 
1 

C
om

pl
et
e.
 

 

2 
E
ns

ur
e 
th
e 
R
is
k 
M
an

ag
em

en
t P

ol
ic
y 

an
d 
S
tr
at
eg

y 
is
 u
pd

at
ed

 to
 in

cl
ud

e 
th
e 

fo
llo

w
in
g:
 

• 
A
 li
nk

 to
 h
ow

 r
is
k 
is
su

es
 a
re
 to

 b
e 

co
ns

id
er
ed

 a
t e

ac
h 
le
ve

l o
f b

us
in
es

s 
pl
an

ni
ng

. 
• 

A
 
de

fin
iti
on

 
of
 
th
e 

F
or
ce

’s
 
ris

k 
ap

pe
tit
e.
  

O
nc

e 
up

da
te
d,
 
th
e 

P
ol
ic
y 

sh
ou

ld
 
be

 
fo
rm

al
ly
 a
pp

ro
ve

d.
  

S
ig
ni
fic
an

t 
Ja

nu
ar
y 
&
 

F
eb

ru
ar
y 

20
10

 

H
ea

d 
of
 C
P
&
G
 

1 
A
 r
ef
re
sh

ed
 p
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